



SAF 03 – Risk Assessment 


	Risk Management

	Operation / Work activity being assessed:
	USE OF ARMED SECURITY GUARDS

	
	 FORMCHECKBOX 
 Routine        FORMCHECKBOX 
 Non-routine

	Generated by: Vessel  FORMCHECKBOX 
 (record the name)
	 FORMCHECKBOX 
Office

	Code number (to be assigned by the Office): 6.2  


	FREQUENCY CATEGORY
	
	CONSEQUENCE CATEGORY
	
	RISK MATRIX

	5
	Frequent - Possibility of repeated incidents
	More often than once per voyage
	
	4
	Human losses / fatalities
	Major pollution / 

Full scale response
	Excessive/ high cost damage >$1000000
	Major national &  international impact
	
	
	FREQUENCY

	4
	Probable - Possibility of isolated incidents
	Once per  year
	
	3
	Serious injury to personnel
	Moderate pollution/ 

Significant resources  commitment
	Moderate  cost or damage 

(100000 –1000000$)
	Considerable impact
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	1
	2
	3
	4
	5

	3
	Occasional- Possibility of occurring sometime
	Once per 5 years
	
	2
	Number of minor injuries /  Medical treatment for personnel
	Little pollution / 

Limited response of short duration
	Little cost or damage 

($10000 – $ 100000)
	Slight impact
	
	CONSEQUENCE
	1
	L(1)
	L(2)
	L(3)
	M(4)
	M(5)

	
	
	
	
	
	
	
	
	
	
	
	2
	L(2)
	M(4)
	M(6)
	M(8)
	H(10)

	2
	Remote- Not likely to occur
	Once per 10 years
	
	1
	Few minor injuries
	Minimum pollution /

Little or no response needed
	Minimum cost / damage 

< $10000
	Zero impact
	
	
	3
	L(3)
	M(6)
	M(9)
	H(12)
	H(15)

	1
	Very unlikely- Practically impossible
	Once per  30 years or more
	
	
	
	
	
	
	
	
	4


	M(4)
	M(8)
	H(12)
	H(16)
	H(20)

	
	
	
	
	
	
	
	
	
	
	High=Intolerable Risk   Medium=Tolerable Risk    Low=Acceptable Risk


	Risk Assessment

	
	Risk Identification
	Risk Analysis
	Initial risk evaluation

	No
	Hazard
	Potential

hazardous event
	Existing control measures
	F
	C
	R

	1
	Vessel’s freeboard and speed may be vulnerable for pirates attack.
	· Piracy attack 

· Hijacking 

· Fatalities
· Major Pollution

· High Cost

· Fire on board
	· Procedures for navigation in confined waters as described in company’s IMS
· SSP procedures for vessel’s operation in increased security level.

· SSP procedures for vessel’s responding to security threats (piracy, armed robbery, hostage situation).

· SSP procedures for maintenance and operational readiness of all security equipment.

· Industry (OCIMF-INTERTANKO-ICC) best practices and safety measures to avoid, deter or delay piracy attacks are available onboard and considered / implemented by the vessel.

· Maritime Security Center Horn Of Africa (MSCHOA) transit and hardening (BMP) recommendations and procedures are available onboard and considered / implemented by the vessel.

· Flag state warnings and recommendations are available onboard and considered / implemented by the vessel.

· P&I club as well as H & M underwriters recommendations are available onboard and considered / implemented by the vessel.

· Daily monitoring of the pirates activities through international press resources.

· List of security companies proposed by flag have been considered.
	4
	4
	16

	2
	Possible misuse, potential accidents, possible escalation of the confrontation and other safety considerations.   
	
	
	4
	4
	16

	3
	Possible liability issues.
	
	
	4
	4
	16

	Note F: Frequency, C: Consequence, R: Risk


	Risk Treatment
	Residual risk evaluation

	Hazard No.
	Additional Risk Control Measures
	Responsible
	Action Timeline 
	F
	C
	R

	1
	Consideration for employment of armed security guards prior to vessel’s transit.
	CSO
	Prior transit
	2
	4
	8

	2
	A. Declaration and verification of suitable training of those that will handle the weapons to be provided by the company providing the armed security services
	CSO
	Prior employment
	2
	4
	8

	
	B. Appropriate measures must be taken to verify the credibility, experience and past experience of the company providing armed security services. 
	CSO
	Prior employment
	
	
	

	
	C. It must be verified that the members of this security team, have suitable weapons, are adequately trained and are able to work and cooperate with the crew on board to assure safety of the vessel.
	CSO
	Prior employment
	
	
	

	
	D. A safe and secure location to store ammunition / firearms must be provided and procedures to control access shall be established.
	Master / SSO / Security guards team leader
	During transit
	
	
	

	
	E. Proper maintenance of weapons and ammunition must be assured to guarantee safety and functionality.
  
	Master / SSO / Security guards team leader
	During transit
	
	
	

	
	F. Accommodations and sufficient safety equipment for the members of the security team must be available.    
	Master
	During attendance of security team on board
	
	
	

	
	G. A piracy attack muster point - “citadel” to be established and equipped with appropriate means (communications, food, water, etc.). Lock down procedures to be rehearsed in order to delay access to control of the ship and buy time. Ideally this should be away from external bulkheads and portholes.
	Master / SSO
	Prior transit
	
	
	

	
	H. A drill to be conducted incorporating review of the plan and all personnel briefing on their duties, familiarity with the alarm signal signifying a piracy attack and subsequent actions.
	Master / SSO
	Prior transit
	
	
	

	
	I. Safe firing Zones to be agreed with the Master.
	Master / SSO / Security guards team leader
	Prior transit
	
	
	

	
	J. Citadel to be secured.
	Master / SSO
	Attack imminent
	
	
	

	3
	It must be verified that there is a ‘use of force continuum and/or ‘rules of engagement’ document in place (as part of the contract between the company and the contracted security company).
	CSO
	For the period of utilization of security team on board
	2
	4
	8

	Note F: Frequency, C: Consequence, R: Risk


	ALTERNATIVE WAYS TO CONDUCT THE WORK (a new RA should be conducted for the alternative way decided)

	


	Are any amendments to IMS required (related to the above Additional Risk Control Measures)?

	Yes  FORMCHECKBOX 
  Describe:

	No    FORMCHECKBOX 



	Contingency plans (to facilitate safe management and recovery of the situation in case of any unplanned occurrences)

	Emergency case
	Contingency Plans

	PIRACY ATTACK / HIJACKING/ FATALITIES/ MAJOR POLLUTION/ HIGH COST/ FIRE ON BOARD
	REFER TO COMPANY’S SSA & SSP.


	Risk Management Team

	Name
	Rank / Title
	Signature
	Date

	
	
	
	

	
	
	
	

	
	
	
	

	Remarks:


	Risk Assessment reviewed/approved by:

	Name
	Rank / Title
	Signature
	Date

	
	
	
	

	
	
	
	

	Remarks:
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